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2. ERBIIKEELR, EAOBIRCASH:

e WE EAEN B0 Bn

. Burp

Dashboard Target Proxy Intruder Repeater Sequencer
Learn HaE 403 Bypasser

1% 2x 4+

Positions Payloads Resource Pool Options

@ Choose an attack type

Attack type: FBEHEF (Sniper)

BHURARE

@

Burp Suite Professional v2022.5 - Temporary Project - licensed to google iR {k By co3site

a X

Decoder Comparer Logger Extender Project options User options

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

&S
Target: | http://163.10.10.136:8081 Update Host header to match target
SimFE
. ["resld”:"role_cardextra_settle_export”}, {"resld”: "role_mersett_trade det”}, {"resld": "role mersett_trade sum"}, {"resld":": B35
ole_device menu"), ("resld”: "role_device_info"}, Id": "role_device_info_find"}, ("resld”: "role_wirecert_info"},
ole_wirecert_info_find"}, ("resId": "role_wirecert_cert_download"}, {"resId": "role wirecertlog inf R
og_info_find"}, ["resId": "role_wirecerttrade_info"}, {"resId": "role wirecerttrade info_find"}, ["resId": "role wirecertauth_inf
o}, ("resld”: "role recertauth_info_find"}, {"resId”: "role_tradesend_info"}, {"resId": "role_onlinetransnotice_info"},
":"role_shpark_queryprice_increment”}, {"resld”: "role_risk menu"}, ("resId": "role krole_mngr"}, ("resId”: "role_ris
{"resld”: "role_risknotice_mngr"}, {"resld": "role_overdraw_account_mngr"}, {"resld": "role_overdraw_relation mngr"}, {"resld
: "role_uploadexpiration_mngr"}, {"resld”: "role_task menu”}, ["resld”: "role_tasklog mngr"}, ["resld”: "role_notice_mngr"}, ("res
Id": "role_noticelog_mngr"}]
23— WebKitFormBoundaryEyYUHLgecINmdizJ
Content-Disposition form-data : name="jsonObject "
"§1§°}
27— WebKi tFormBoundaryEyYUHLqec INmdiz)—
28
@@ & > | Search EHLE BR
1payload fuE? KE: 6888

3. ¥sIn payload JG T UA I :
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender
Learn HaE 403 Bypasser

41 2x  +

Positions Payloads Resource Pool Options

G bEE

set, and each payload type can be customized in different ways.
BERaE: 1 ~ ARAEESE: 1
BREFED:  GREe ~ WREE: 1
@) BHSEEREEIE

This payload type lets you configure a simple list of strings that are used as payloads.

BB
)

gAE. |,
ey z
3

wR 4
5

6

7

Deduplicate

anew

&

WP v

G =BT

You can define rules to perform various processing tasks on each payload before it is used.

[

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload

"

Project options User options [0

4. RIVEINEINT 10 st idg i malE L.

51 - Temporary attack - Not saved to project file

L HWE BZ A 3. Intruder attack of http//163.10.10.136:808
Results Positions Payloads Resource Pool Options
| L% STHARE |@
toEm AT s =R F2liag wE Fig l
I 20U 526
P 0 200 446 F
E 1 200 528
4 2 200 528
® 5 3 200 446
& 6 4 200 528
7 5 200 528
8 6 200 446
49 7 200 446
2 R1] 8 200 446
ol 1 9 200 446
Request Response
Fg Pretty Raw Hex Render =
| "total” : 1,
] "rows” : [
Li "roleld” : "67",
i "version” :0.
- "roleName”
"statue” :
- "rectoken”
h,l "statueDesc”
3 "checked” :false,
i "check” : false
]
>
| @ @ & 3 | search. =EELE
| B
i il
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Tencoded
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Connection: close
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AT M FZ IR I AT 25 i AR

¥ pEb RN

http://163.10.10.136:8081/etcwebmngr/plugins/easyui/jquery.min.js

WA

Vi iRl I AT UK IR G A 1Y) jQuery fAS I K. B POC SCAR3E Ik BEAT S8IE
RILHINTRE o
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BER
-SecuUnty 82m

Bl AIB R ARAR-ETC R E HF &2 &N E

WEERR

jQuery XSS Examples (I
PoCs of XSS bugs fixed in jQuery 3.5.0. You can {
PoC 1
Assign to innerHTML || Append via .htmi()
dstyledistyle />(img src=x onerror=alert(1)>
PoC 2 (Only jQuery 3.x affected)
Assign to innerHTML | [ Append via_hitmi()
Cing a14="G" titles" odimg srcsx omwerorsalert(1>7
PoC 3
Assign ta innerHTML | [ Append via_himi() |

Caption>dstyle></option>(/select><ing sre=x onerrar=alert(1)>¢/style>

BRER

VR jQuery BASTH 2 2 i AS »

4.1.5. BREEHE [EE]

BUfE Btk
IRiRER

H

& S R FE 7 Xk T TR BN B At R T BURE R . I8
(5 B 2 A FE AN IR T R 4 SO ER s SO RBURE Bt R . W AR i 25
M EE . Robots SCAFAF AU ER A2 P 1P JitEE 55D

HR 55 45 o
SRR EPSid N
¥R ER RN

ment”) ;xevurn bla)) :b(a)) (“undetined”! =typeot

i [ —

Xt RE =R @

<IDOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>jQuery XSS Examples (CVE-2020-11022/CVE-2020-11023)< /title>

<script
src="http://163.10.10.136:8081/etcwebmngr/plugins/easyui/jquery.min js*>
2

p
</head>
<body>
<seript>
function test(n,jq){
itizedHTML = document.getEl
ifGent
$(#div) html(sanitizedHTML);
Jelsef
divinnerHTML=sanitizedHTML;
}
}
</script>
<h1>jQuery XSS Examples (CVE-2020-11022/CVE-2020-11023)</h1>
<p>PoCs of XSS bugs fixed in <a
href="//blog.jquery.com/2020/04/10/jquery-3-5-0-released/" >jQuery 3.5.0</a>.
Rt I S W iy S s

poc'+nlinnerHTML;

REELR, BahHEE—DAR

http://163.10.10.136:8081/etcwebmngr/actuator/health

WL

U el L, R B T R R P R 1P R A
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sty e il A A A F-ETC HR BT f IS B IR i

« C A FF£| 163.10.10.136:8081/etcwebmngr/actuator/health [ 4 B o o

[“cantigClisnt

“status”: “UP", “details”: ["propertySources
seloct 1 from dual’]), "4l i
“, "eregatenay”,

vn://163, 10. 10, 139: 3690/ /dev/etcwsbungr—dsv. yal “]| ), “db”: {“status”: WP, “details”:
o :

mmwummemr
TP mETTL L

1, “valida
d.i|in1-ai Levgateny

$gnite”, “txncharge”, “odaequipsent”, “tencentwl thholdingZgateway”, “otcomssage”, “onaccownt”, "prbin

o ehiol dinegat o “etcblacklist”, “sslpra
odaunionpaygate”

“b2bgate”, “tancheck”, “updown”, “tarmanage”, “stcwirecert”, “odablacklist”, “etcprefilter_card”, "t
Pyt = e

“sppgate’ “digi ralmerchan

‘phone’

", “gate”, “user”, “stcbPogatevaydapartannt”, “tencentgate’, “wtcrisk”, “odsposprng:”, “orderbusiness”, " Jinehanlineri sk, “xxljobshel1”, “ordercen

Remote status from Eureka server”, “status”:“UP”, “details”: ["applications”
"o HEOL ETCPATGATEVA!

, “digi talwobmngr”, “bbgatepush”, “sigacenter”, “trippushgate
aricgatevay”, “risk”, “prgatemy”, ‘market cobgateway”])] , “eureka”: (“description
, “PBSR" ;1 “ETCGATEVAT' :

, “STHPLECA”: 1, “TXNMANAGE -

TOMANAGEEA , “ETCDEPARTHENTONLINE ™
ETCALIPATGATEVAT”: 1, "ETCB2BGATENAY : 1,‘zwww 1. Ulmfﬂ 1, ]JIGI!M.GU.'\RDDE,VICEEA\TEIAE “THNCHARGE "1 1, +1, “TENCENTYITHHOL 11, "ETON
“EPICDENIC-SERVICE” N Hcrwsauumcmm’ 1, ETCACCFILE:1, “ETCDISCOUNT 1, "CONFIG—
: B¥AT":1, “DCEPBUSINESS”: 1, “B2% TRNCHECK”: 1. 1 “THMANAGE” “ODABLACKLIST”: 1, ETCPI!H[LTEILL‘MB” 1, “TENCENTFITHHOLDINGGATEY
:1, "!mvmn[m:mm e : "1, “PHONE' 1 “ETCHITEHILDINGGATEN:
\IGITALKERCEANT " 1, “ODAUNIONPATGATE MIGATE” 1 1, “HTTPDEND CH AREETT]

TCBZBIATEVATDEPARTAENT * "QDAPOSPNNGR”: 1, "OFDER
7 8”3

“USER":1, "B “TENCENTGATE": 1, “ETCRISK
112173944320, “threshold®: 104857601}, ix: Csaws”s

), “p

1, "BBGATERPUSH slomwren
ENTER": 1))}, “diskSpacs”:

, "0DAON
1, 0L J0BSHELL’
IJF"] “refreshScope”: ["status”: "UP

BREAEW
U A 6 R R IE PAY R 1P 5 S RS B B P 442 2 AT 5 46 o

4.1.6. BURREEAEH [KE]

GRS
(EEL

BT S T B SR A ) 7 XA AR MR X, 68 S5 2 10 P 44 A o) A P B ST A i 1
T, BULE A R R R iR, TR S ST UK S (E R .

Ik

http://163.10.10.136:8081/etcwebmngr/login/

WAL

Vi, AR S B REAT SRR, TR IR A BRI B K S .
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bas-secity Raos M ASSSB R B A IR A F-ETC 41 R G BB MR

W

€ X A F#2 | 163.10.10.136:8081/etcwebmngr/login ERR NI SR | [ 1€D)

etCRRIRSEIREHE

PR
ArE admin
Lo seessnse El

HER: me 1129
E-

EEAER ESERAS

f http://163.10.10.136:8081 &R

=iz b =R 73 Open Browser Comment this item W HTTPN

Raw  Hex w o=

POST /etcwebmngr/jy_sec check  HITP/I.1
2 Host : 163.10. 10. 136:8081

e ©®

3 Content-Length : 45

Cache-Control : max-age=0 =
5 Upgrade-Insecure-Requests = 1 %
6 Origin : http://163.10. 10. 136: 8081 2
7 Content-Type : application/x-www—form-urlencoded 3
8 User-Agent : Mozilla/5.0 (Windows NT 10.0: Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36 £l
9 Accept :

text/html, application/xhtml+xml,application/xml;q=0. 9, image/avif, image/webp, image/apng,*/*:; q=0. 8, application/signed-exchange; v=b3: g=0. 9
0 Referer : http://163. 10. 10. 136: 8081 /etewebmngr/login
Accept-Encoding : gzip, deflate
2 Accept-1 : zh-CN,z 9
13 Cookie : T ONID =ED0742A755E024EBDF2BB68F6A310900
14 Connection : close

16 |i_username =admin& j password =admin &j_code =3767

@G (€[] [ searen RELE

BREN
1 ARG 2 A b i, 8 S W SRS isin HTTP 5.
2. BWARGRBURE BREATING, B A8 BSOS s A T

4.1.7. ETF HTTP EEMEFIEK [EE]

=

TR
B fL41K) CS/IBS ZEM B 1 http B CEEAT St 4 4«
iR hE
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bas-secity Raos M ASSSB R B A IR A F-ETC 41 R G BB MR

http://163.10.10.136:8081/etcwebmngr/
WA=
8 burp T HEX MM IEREAT IR, K INIEAE IR S5 50 http B3,

Bup HE WEE EEE =0 =8 Burp Suite Professional v2022.5 - Temporary Project - licensed to gaogle iZ4t By co3site

Dashboard Target Proxy Repeater Intruder Sequencer Decoder Comparer Logger Extender Project options
Learn HaE 403 Bypasser

X
Site map Scope Issue definitions

]

User options

iR BEIFENER; S BR, —RBERTEMNM: soddBEE: RESEE
» http://163.10.10.136:8081 A D

% https://api.shodan.io —

0% https://app.gitbook.com E2) BE URL ?THI':‘!FJ:EJ script dependen

g https//beacons.gcp.gviz.com http://) 63.10.10.136:8081 GET Jetcwebmngr/actuatorf... bg?;u:*’;&z’;‘ Pt dependency

g httpsi//beacons.gvi2.com httpi//}63.10.10.136:8081 GET Jetcwebmngr/actuator/... © BAmaTBRBEHTML(2]

@ https://beaconsS.gvt3.com http://}63.10.10.136:8081 GET fetcwebmngr/actuator/... i ’Enm‘;mr (SEEANTEE) (2)
http://}63.10.10.136:8081 GET Jetcwebmngr/agent/vo.. AR L .

(% https://cdn.iframe.ly
g https://cdn polyfillio http://}63.10.10.136:8081 GET Jetcwebmngr/agentPro...
http://forum.ywhack.com http://}63.10.10.136:8081 GET Jetewebmngr/agentSett...
Mg https://forumywhack.com http://}63.10.10.136:8081 GET Jetcwebmngr/agentSett...
g https://gitbook.seTensec.cn http://)63.10.10.136:8081 POST  /etcwebmngr/agentSett...
% https://hm.baidu.com http;//}63.10.10.136:8081 POST  /etcwebmngr/agentSett..
[ https://info.supporthuawei.com hitp://}63.10.10.136:8081 POST  /etcwebmngr/agentSett..
s https://01000929.ingest.sentryio http://§63.10.10.136:8081 GET Jetcwebmnar/agentSett...
g https://supporthuawei.com

@ http://www jsons.cn n = I I
[EE T

=t 8= o FOEAEIS

GET /etcwebmngr/login HTTP/I. 1

Advisory

)

®

: 163 10, 10, 136: 8081 ;
: nocache - Issue: Unencrypted communications
ontrol : no-cache 5] .
do-Insecure-Request 1 - Severity: Low
o nsecureequests - : . g Confidence: Certain
: Mozilla/5.0 (Windows NT . h
x64) AppleWebKit/537, 36 Host: ttp://163.10.10.136:8081
ike Gecko) Chrome/103.0.0.0 Path: /
1,application/xhtml+xml,applicat Issue description
al:q=0. 9, image/avif, image/webp, inag o .
- - - The application allows users to connect to it over unenci
@ @ |2 [ search. eaElE connections. An attacker suitably positioned to view a le

BREN

HEMIAL S CSIBS ZEK 8 FH R K B VPN 85 5% hn 58 HTTPS (R S%FH TLS ) i

A7 HiE A -

4.1.8. BHEAEERMBERL—H [KE]

A B E N

kY

TR AME SO A H ZE S — B B Y

Ik

http://163.10.10.136:8081/etcwebmngr/

W2

1. RS D REAL S AN S — B 2%, S2iliE L.
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2. RIUEHEEI:

BRI
SRR 5 B CE A A .
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5. &g

5.1. NRAZRZEREITR

BB EN R, ZARAE B v VRS bR A iR b e 16 T R R S A5 B R et
177 2400, IR T BRVFIARMERE B R GUE H R HEAT I 1P

5.1.1. ATRAESH
> TSRS R BRI T T LR RN o LA R LR L, HLRTL
FEARHBIFHIM
> AR BORERARIERIA T R R BT S A

> BURFK: BLEEEARHERIR 1 X3 £ B A Y IR IR 2 B A AR50 -

> HPACH: SRR PR B 2 A R S R AL L %I .

> Yl SRR AR AR S A R A B IR T ) SR R R AL

Kbk Wt H AR AR ER A PRE Y
o 4% i {6 s Ty

5.1.2. ENIERRDH

> HUBPERC . RS AR A AR T R 2 15 R R G
> SEBVERCW . LR EARAES R DA eI R S R R G e B
> ATPERCA R R A R R R A 1 R AR SR

Bl R SERMER ] A AR e
[ % %
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5.1.3. REEFEERIS

EH sHE
B 9.0-10.0
e A 7.0-8.9
XU 4.0-6.9
IR RUR: 0.1-3.9
TA 0.0

5.1.4. RGREIER

R G RBEPPIY

0.0;[Re9](0.0)
0.0;[Re7](0.0)

0.0;[Re5](0.0)

4.7
0.0;[Re3](0.0)
0.0;[Re1](0.0)
0.0;[Re30](0.0)
AUk R T FF TR AR

2PN, RGEBANREL N mAK

52. REEIW

W E B ARG A VIR R IUE B RGA SN, 3 BUL KU A7 AR TR A -
“aE EBRL SR AR, NI SO e BRI AR TR L RV AT 2 R . [
I, ZAE(E BN —FKEUIT Web N 24l i AR S5 4R SR, @ Bl A 3L
R RN FREAT AT 24 i, UKIIRERS B RG24
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3. FREEEH MR L AR MRS EE, LN H gt W 4 0 B B kAT 24
DIE/AR

4. FREEHRIA R EE I R RGN H YA R,

5. FRESERH N SN FEMGIE, I TSRS, — BRBUR AR TR R
DUAT R HEAT AR BRAN R, A 20000E G At M 55 o Wy R A5 2K 5

6. EWINHRE BN BAEORN BT 2R, S 2 e hoRBE S AN SRR rg
Ji

5.3. ELit

ARG IEM AR RE S, 20 S i A IS8 R Bt 7 R 24 =] 4505 AR
K IISCRE, AR ERATTI AR S o
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