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WHAT IS THE 
CLOUD?



ON-PREMISE DATA CENTERS

Before the cloud everything was in-house

Companies did it all:
 Buying and maintaining hardware

 Power, cooling

 Networking

 Security

 Software management



WHAT IS THE CLOUD?

Someone else’s computer! (well, someone else’s data center)

 Economy of scale can reduce price

Can just rent computers and manage yourself, or do more

Platform as a Service (PaaS) and Software as a Service (SaaS) 
available
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MICROSOFT AZURE

 The developer cloud from Microsoft



AZURE.MICROSOFT.COM/FREE

AZURE.MICROSOFT.COM/FREE/STUDENTS



CLOUD IOT SERVICES

 IoT services built around lightweight messaging protocols like MQTT

Security, reliability, scaling and maintenance are all managed by 
the cloud provider

Pay per month based on usage, usually with a free tier for dev 
work

Can also get IoT SaaS platforms



CLOUD IOT SERVICES

Devices connect with using an SDK, or directly over MQTT or HTTP

 The IoT Service then has connectivity to other parts of your 
application either using an SDK, or cloud-specific services



CLOUD IOT SERVICES

 IoT services provide enterprise level security

Devices need a key or certificate to connect

Services can monitor for rogue data or hackers



DEMO:
CREATE AN IOT 

SERVICE

Create a Resource Group

Create an IoT Hub



IOT HUB COMMUNICATION

Device to Cloud (D2C) – telemetry and other messages from the 
device

Cloud to Device (D2C) – general messages to a device

Direct Method Requests – instructions to a device to do something

Device Twins – a shared configuration JSON document that is 
synchronized between device and cloud



DEMO:
CONNECT YOUR 

DEVICE

Register device

Connect the device

Send telemetry

Monitor events

Send commands


