(-) Alibaba Cloud

3RD ALIBABA CLOUD AIOPS COMPETITION
EZREMNEZEBABEETEEZIXRHF
“HTAHUE RS MESNT RRE

HTRIRRIBIAIOpsEPER El it S B AL G A

I

% EDA[SCIS ==




SINdLNOO

SRS
EDth

BENE

IE\%EE



EHAH
1, ZRIEHE
HEFHET B+ RFHEEE |, 02 0REE | R, SR EETFESEE,

2. FHNIERR
FNNNAYF-score , ZBNOFN MK FAIINEE K,

ETHNTEIR SEFHNIER
o RAME, B) MATRCPUMIEEL (0-1). TAEFMIE) (2)F0 TEAMEKE) (3), &

———— eSS IVESD e PoE

=
==
—
S
Il

1S
Il
-~
=N w
=N

o Macro F1-score

Macro Fl-score = Z w; X Fl-score; HR51FERE
i€{0,1,2,3}

BZEMERBABHEEZAF

e 3RD ALIBABA CLOUD AIOPS COMPETITION Onuezewse x TIANCHIXS



yﬂw'

53

1. #UEEAR

sn fault_time | label sn time msg server_model
E& SERVER_10001 2020-05-01 10:04:00 1 000d33b21436  2020-09-02 11:38:40 S)tstem Boot Initiated BIOS_Boot_Up | Initiated by warm reset | Asser‘teq SM40
BE SERVER_10003 2020-03-28 09:48:00 2 E& 000d33b21436  2020-09-02 15:46:23 !System Boot Initiated BIOS_Boot_Up | Initiated by power up | Asser‘(ec] SM40
1
I SERVER_10008 2020-02-25 16:12:00 1 N 004d5a7954e7 2020-08-24 08:07:29 : Memory CPU1DO_DIMM_Stat | Uncorrectable ECC | Asser‘teq SM35
[
SERVER_10008 2020-03-11 18:04:00 2 BE 004d5a7954e7  2020-08-24 08:07:30 : Processor CPUOQ_Status | Configuration Error | Asser‘(ec] SM35
1
% SERVER_10009 2020-05-08 16:37:00 & E 004d5a7954e7 2020-08-24 08:07:54 : Processor CPUOQ_Status | Configuration Error | Asserteci SM35
sl 1 1
2 SERVER_10012 2020-07-13 03:32:00 3 :l:\ 004d5a7954e7  2020-08-24 08:07:54 : Memory CPU1DO_DIMM_Stat | Uncorrectable ECC | Assertec{ SM35
Y
j:E SERVER_10017 2020-06-11 15:52:00 3 004d5a7954e7 2020-08-24 08:13:11 : Memory CPU1DO_DIMM_Stat | Correctable ECC | Asserted SM35
I I
SERVER_10017 2020-06-11 15:52:00 3 007bdf23b62f 2020-06-16 17:04:19 : Memory #0xe2 | Correctable ECC | Asserted SM93
SERVER_10018  2020-05-31 03:33:00 3 007bdf23b62f 2020-06-16 17:10:54 ‘\ Memory #0xe2 | Correctable ECC | Asserted SM93
\ﬁ ______________________________
SERVER_10019  2020-01-29 22:38:00 3 007bdf23b62f 2020-06-16 17:11:17 Me 2 | Correctable ECCTAsserted SM93
msg_0 msg_1 msg_2
[' System Boot Initiated BIOS_Boot_Up']  ['Initiated by warm reset’] ['Asserted']
BihtHE :H: = = ‘ [' System Boot Initiated BIOS_Boot_Up'l ~ ['Initiated by power up'] ['Asserted']
- AETREHTHET RSHIERTEE SR _EE R~
/N ’l_l\
! ’ = Vo [' Memory CPU1DO_DIMM_Stat'] ['Uncorrectable ECC'] ['Asserted']
jd’%}] > \H:I_- E T n*’] I L J\ '{QH/ \%gjjalé'&jig [' Processor CPUO_Status'] ['Configuration Error']  ['Asserted']
[' Processor CPUO_Status'] ['Configuration Error']  ['Asserted']
55 eI SRR  ARERER ' | L]
° %}JJ/-I’A /\ : }\AHE E«%ij E BE iZ] tl:ll E BE EE HU}: [' Memory CPU1DO0_DIMM_Stat'] ['Uncorrectable ECC'] ['Asserted']
[' Memory CPU1DO_DIMM_Stat'] ['Correctable ECC'] ['Asserted']
5/10/1 5/3 O/ \%EFI !Z Ei ﬁ):l:’—’—gzﬁlj E oy IZIILJ\ , %BA 'i]ttﬁ&lzﬂﬁ% [' Memory CPU1DO0_DIMM_Stat'] ['Uncorrectable ECC'] ['Asserted']
[' Processor CPUO_Status'] ['Configuration Error']  ['Asserted']
[' Processor CPUQ_Status'] ['Configuration Error'] ['Asserted']
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5'-'- \ y=0 top features y=1 top features y=2 top features y=3 top features
ﬁ&« 1 ' ﬁj 1:“ Weight? Feature Weight? Feature Weight? Feature Weight"’ Feature
e +3.787  processor +4.773  processor +6.943  memory +3.634 hdd
—remre—eeoriea el —rean +6.734  uncorrectable +3.156  failure
5 msgﬁj\dtﬁ +3.035 psO +3.720 Oxfa +4.929 mem +2.595 fpga
N +3.025 ierr +2.917 statususe +4.872 ecc +2.336 bus
o BmsgRIITF-IDFJRED |, M ABIZEIEES |, (RSB HENEET , msg +2.643  0x7d +2.419  Oxf5 +0.837  imit +0.047  OXBC
L . +2.546 caterr +2.403 Oxbe +2.827 reached +2.229 0x10
BEEEEE |, NEHEER X o1ZZEB IRtk ; +2.427  0x82 +2.367  Oxf9 +2.544  0x8b +2150  Oxe9
W N - . +2.380 0x3b +2.352 pressed +2.493  disabled +2.071 fatal
° 0§*D1§§ETFCPU$E9€$&BE ! PI‘OCGSSOTEI‘H;RE%BZEE&I%EI‘J 0 +2.367 watchdog2 +2.227 deasserted +2.370  hardware +2.068 vr
— o~ 2.247 correctable +2.158 0x7c +2.336 che0 +2.087 log
Sie = Ve —] = o ¥
« 2RFRTNTFEREE WEEXEJEI’\J,—Ememory\ mem, €cc; +2.246  nvmessd +2.112  0x74 +2.267  limiting +1.999 fault
— —_ 2112  dimm101 +2.090 Oxe4 +2.177 dimm +1.996 restart
K ST =3 SErhHE 5
- SSERREASREAIR | NERSRIRZd, fpga. bus, +2.072 0x13 +2.029 statusus +2.092 device +1.984 mngmnt
. ?Eli‘ﬁtlj . +2.044  mcerr +1.976  cpu0 +2.087 recoverable +1.964 sel
’ +1.999  thermal +1.914  Oxff +2.052 dimmO050 +1.960 dimmO030
S S = 910 inlet +1.799 watchdog?2 +2.031 0x84 +1.912 0x87
a. 0ZEF12EEcpu = X EARERE il 9
R SSEputE X | BRDERZERS +1.896  OXOf +1.736  Ox3b +1.999  0x90 +1.903  cpulel
b. 3¥ﬂﬁg%*uﬁﬁ1¢$ﬁ%ﬁg$&|gﬁ +1.830 ¢3d1 +1.735  trip +1.946 105 +1.830  dimmO001
+1.822 c2d1 +1.735 dimm110 +1.940  undetermined +1.811 dimm3a
+1.784 sta +1.678 core +1.922 dimm140 +1.800 detected
— A — 32 +1.732  cpu0 +1.673 ierr +1.903  shutdown +1.737 0xe2
m WEﬁﬂgala +1.600 record +1.673 running +1'839 Change +1.706 CDUOdO
+1.598 000010003511 +1.625 correctable +1.819  presence +1.654  unit
label O/label 1 processor %EE%% +1597  max +1.624  dimm120 +1.789  watchdog +1.638  controller
+1.597 tsb +1.621 chg0 +1.743  0x75 +1.595 dO
/ ?_ +1.563 deasserted +1.551  cpu2 +1.741  slot +1.588 0Ox16
memory/mem YE2 11549 c2 1435  dimm060 1714 0x96 519 0x17
label_2 +1.546  temperature +1.425 asserted +1.610 0x98 +1.502 125
ecc 2U5ERE +1545  Oxfa +1.391 It +1596  bay +1.472  powerlimiting
+1.467 ef +1.387  prochot +1.595 0x80 +1.464  Oxef
hdd EE%HEEJJ%% +1.388 cpu3 +1.367 tota +1.514  0x92 +1.439 bmc
= +1.386  Oxfe +1.364  ipmi +1.505 port2 +1.436  0x30
= a +1.380 dimm170 +1.339  present +1.487 link +1.389 12
label 3 fpga Fp = SIS #1321 0x70 +1293  Ox71 +1461  0x10 +1.366  specific
+1.317 di1 +1.277 ab +1.439 0x8a +1.340 100
A 4 4+ +1.294 lan +1.274  cpuOal +1.382 c5d0 +1.304 absent
bus -L-I_ﬂ%j:n/zé_:éﬁ' D‘gﬁ +1.277  low +1.271  critical +1.369  dimmO070 +1.298 interrupt
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TESTAFE
TF-IDF Feature

FhENHE

New Data

B ) Z4F1IE
TimeDiff Feature

RN EEEEARHIE

1. BYEZERHE | RHFEEESIEE BERERVER.

2. TF-IDFRFHIE | RIS MANENERIREE Y.

3. W2VHHIE : RImsghHENXER.

4. GEITHHHE - RIBEBFED EVSEST L |, [FSEBI4RFERR
HAEE D BEHX.

5. KRERAMHIE | RESKHERANIBANEBI8982Mm.,

6. FEURIHIE : FEEEER | FUNSRIEFTHVHIE.
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. BYBIZERHIE

time_diff 2 E 2 5@

=1 train
0.000175 test

#E& sn, server_model, {75

IL,\

0.000150

0.000125 gﬁ#%fﬂ-.Ef;i-E o

R o BIBZERISITHFIE : [max, min, median, std, var, skw, sum, mode]
. EYEERIS ST ¢ [0.1,02.03,04,05,0.6,0.7,0.8,0.9]
L N «  [BIZEZES: [max, min, median, std, var, skw, sum]

2. REAHHIE

&z 423 3| FH
y=0 top features y=1top features y=2 top features y=3 top features foa fea‘ent O’ feacnt1 fea ent 2 feaont 3 foa_cnt ratio sid fea_max © 4 ~ l mSg 1 TF IDF HH EJ j: E
" > Feat - > Feat " > Feat " > Feat Reading 87 &gt; Threshold 85 degrees C 25 1 1 1 0.428571 0
Weight? eature Weight* eature Weight? eature Weight* eature OEM record c2 367 2 13 8 0.42471 0
+3.787  processor +4.773  processor +6.943 memory +3.634 hdd .
+3.167  asserted +4.261 mcerr +6.734  uncorrectable [ +3.156 failure Brocessor CRUECare hmor 369 i . " 0403646 0 g jJ jJ
+3.035 psO +3.720 Oxfa +4.929 mem +2.595 fpga Reading 71 &gt; Threshold 85 degrees C 10 1 1 1 0.346154 0 -L #'@ I 7{ 1 '5 I K
+3.025 ierr +2.917  statususe +4.872 ecc +2.336  bus Reading 86 &gt; Threshold 85 degrees C 30 3 3 5 0321960 0
+§§22 Oxt7d +22§;g gx{f’ +§3§; Iimith a +§§g; gx_lsg OEM CPUO CATERR 133 348 1 3 0336693 1
+2. caterr +2. xbe +2.1 reache +2. X
+2.427  0x82 +2.367  0xf9 +2.544  0x8b +2.150  Oxe9 OEM CPUO MCERR 8 840 ! N 0336993 ! T P2
+2.380 0x3b +2.352  pressed +2.493 disabled +2.071 fatal Reading 0 &It; Threshold 2 degrees C 12 270 2 1 0.329890 1 o
+2.367 watchdog2 +2.227 deasserted +2.370 hardware +2.068 vr Microcontroller #0xff 15 17 1 7 0.392619 1
+2.247 correctable +2.1568 0Ox7c +2.336 che0 +2.037 log .
+2246  nvmessd +2.112  0x74 +2.267  limiting +1999  fault sefez: softoft : o 22 ° oasarez !
H H Memory 1 14 9401 15 0.497880 2 \ / \‘ n
+2112  dimm101 +2.090 Oxed +2177  dimm +1.996  restart ° ! | ! Iy
+2.072 0x13 +2.029 statusus +2.092 device +1.984 mngmnt Correctable ECC logging limit reached -] 152 7914 20 0.485160 2 I I I S g l 1 I J ' 1 ' l E xt 1 )
+2.044 mcerr +1.976 cpu0 +2.087 recoverable +1.964  sel Memory MEM_CHEO_Status 2 4 302 1 0.484914 2
+1.999  thermal +1.914  Oxff +2.052 dimm050 +1.960 dimm030
+1.910  inlet +1799  watchdog2 +2.031  0x84 +1.912  0x87 vemory BONS7 200 wwr e oo 0460850 2
+1.896  OxOf +1.736  0x3b +1.999  0x90 +1.903  cpulel Memory Memory_status 169 7 4007 1 0460062 2 7|< |:| OPZO
+1830  c3d1 +1735  trip +1946 105 +1.830  dimm001 Power Supply FPGA_PG 1 s 1 58 0447310 B '@ xjj I
+1.822  c2d1 +1.735  dimm110 +1.940 updetermined +1.811 dimm3a Drive Fault 36 7 142 5425 0.476969 3
+1.784 sta +1.678 core +1.922  dimm140 +1.800 detected p— A 2 ) 510 0467903 3
1732 cpu0 +1.673  ierr +1.903  shutdown +1737  Oxe2 DR S S
+1.600 record +1.673  running +1.839 change +1.706  cpu0do Failure detected 34 10 61 3034 0.457909 3 ° ~ 1 ~ 2 E E EI
+1.598 000010003511 +1.625 correctable +1.819 presence +1.654  unit Drive Slot / Bay HDD_L_2_Status. 4 1 1 62 0.441666 3 I —_— I 7|< I 1 E 1

75i%1 1 EFTF-IDFERY 73752: ETAISHER G HaETED BRI EmsgP ij}ﬂu'—iéﬂ’ﬁﬂ%?fto
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BFENE—45ELIE
3. GIHHHLE
« IREsnH , server_modeZFEITHFE: [count,nunique freq,rank]

« IREsnoAH , HESITHHIE : msg, msg_0, msg_1, msg_2:[count,nunique freq,rank]

4, W2VHHIE
« 1R1EsnDH |, IZRERENXImsgifHTHERE , XFE—sn , BHERIFAImsg{ES

sn

msg_list

['Processor CPU1_Status', 'IERR', 'Asserted', 'Processor CPUO_Status', '|[ERR', 'Asserted', 'Management Subsys Health System_Health', ‘Sensor acce...

SERVER_10001 ['
SERVER_10003 ['Memory CPU1DO_DIMM_Stat', 'Correctable ECC', 'Asserted', 'Memory CPU1DO_DIMM_Stat', 'Correctable ECC', 'Asserted', '"Memory CPUIDO_DIM....

SERVER_10008
SERVER_10009

['Memory DIMMO50_Stat', 'Uncorrectable ECC', 'Asserted', 'Processor CPUO_Status', 'Configuration Error', 'Asserted', 'Processor CPUQ_Status', 'Co...
['Drive Slot HDD_L _14_Status', 'Drive Fault', 'Asserted', 'Drive Slot / Bay HDD_L_14_Status', 'Drive Fault', 'Asserted', 'Drive Slot HDD_L_14_Status', ...

5. TF-IDF4HIE
« tRiEfault_id34H , JFE—Mault_id , FmsgHHE(FA

NF |, HEENTF-IDFFE,
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RN E—HFELE

6. venus, - crashdump HEHTEHERALIE . SHEFAIRISIRER TR | IR , ARSI,

- BUFEIEREAWHIEAEERE | FUNESRIERHE | SIREERE

fault_code_list fault_code_cod1 fault_code_cod2 fault_code_cpu0O fault_code_cpul

0 [cpuO, chal4, cod2, 0xc] ['] ['Oxc'] ['cha14'] ['1
1 [cpu0, cha21, cod2, Oxc] I roxc'] ['cha21] 1 i’IE_E‘ | QEJ__ ﬁﬁ-‘ K }E =ban) i’IEE 1 QEQD F .
s, 'f DI ESR 1 TR E:I: < 'f .
2 [cpul, core0, cod1, 0x00800400] ['0x00800400'] [''1 ['1 ['core0']
HEIECATBOOSTE B 4% {
3 [cpu, cha21, cod2, Oxc] ] ['oxc'] i ['cha21] TR BENSIEEE S
module1_addr_LabelEnc
4 [cpuO, cha8, cod2, 0xc] [ ['Oxc'] ['cha8'] ['1 modulel_cod2_LabelEnc
fault_code_cpuO_LabelEnc
module8_cod1_LabelEnc
101 [cpul, core25, codl, 0x00000114]  ['0x00000114'] ' I'1 ['core25'] fa‘::;gﬁii—i‘ﬁ—tzzzgz
102 [cpu0, m2m0, cod2, 0x1] 4] ['ox11 ['m2m0'] (4] fault_code_cpul_LabelEnc
module7_cod2_LabelEnc
103 [cpuO, cha8, cod2, 0xc] [ ['Oxc'] ['cha8'] ['"] sn_all_crashdump_venus_w2v_5
modulel_cod1_LabelEnc
104 [cpul, m2mO, cod2, 0x1] (4] ['0x1'] [C4] ['m2m0'] T e
105 [cpuO, m2mo0, cod2, 0x4] ' ['ox4'] ['m2mo’] ' sn_all_crashdump_venus_w2v_6

module_cause_list module3_cod1 module3_cod2

module3_addr

module4_cod1 module4_cod2

module4_addr

module8_cod2_LabelEnc
sn_all_crashdump_venus_w2v_4
sn_all_crashdump_venus_w2v_8
sn_all_crashdump_venus_w2v_7
sn_module_cause_new_w2v_8
sn_all_crashdump_venus_w2v_9

0 [module10, cod1:0x110a, cod2:0xc, addr:0x104bf... ['0x400'] ['0x80'] ['Oxffffffff810779ab'] ['0x400'] ['0x80'] ['Ox7fbbe95ddc4a’] sn_all_crashdump_venus_w2v_3
1 [module9, cod1:0x110a, cod2:0xc, 1 v ' 1 1 ' © sn_module_content_list_w2v_9
o O .
addr:0xee501000] *  sn_module_content_list_w2v_0
2 (module3, °°d1’°”§§'_8°;’£2xs°' [0x400'] [0x80']  ['0x7f945563bfdf] [0x400'] ['0x807 ['0x7f945563bfdf'] SmLmEE U Eemie U2 (6
addr:0x7f9455... sn_module_cause_new_w2v_5
3 [module9, cod1:0x110a, cod2:0xc, 1 ) ' 1 1 r sn_module_content_list_w2v_3
addr:0xee501000] sn_module_content_list_ w2v_2
4 [module1, cod1:0x110a, cod2:0xc, addr:0xc5d01... 1 [+ 1 1 I I sn_all_crashdump_venus_w2v_0
sn_all_crashdump_venus_w2v_1
sn_module_cause_new_w2v_0
101 [module1, cod1:0x114, cod2:0x0, 1 1 I 1 1 ] sn_module_cause_new_w2v_9
addr:0x5e55¢53... >
sn_module_content_list_w2v_7
[module7, cod1:0x92, cod2:0x101, ol . " ' ” ' module4_cod1_LabelEnc
102 . [l 1 1 [} [l ' T
addr:0xbd6f45... module8_addr_LabelEnc
103  [module11, cod1:0x110a, cod2:0xc, addr:0x40, m... ['0x400'] ['0x80']  ['0x564447b2197'] ['0x400'] ['0x80'] ['0x5644470b2f197'] module9_cod1_LabelEnc
104 [module1, cod1:0x134, cod2:0x10, . . . . . . sn_fault_code_content_list_w2v_1
addr:0xb72c2a... L1 el r1 1 1 1 sn_module_cause_new_w2v_2
module7_addr_LabelEnc
‘module1, cod1:0x134, cod2:0x10, i - - i i i i i - -
105 l I 1 1 01 1 [ module4_cod2_LabelEnc

addr:0x6ff4a000]

module3_cod2_LabelEnc
module0_cod2_LabelEnc
fault_code_cod1_LabelEnc

EEE importances

4
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XU IEFIEISEE

1. R ESSRIFIEIER) | SREEFmMiEE

2. fHBRIabel , EFFIIR , YIGENT , ;Lhits‘.%jaoo

3. BUBEASF , JlZk CatBoost TREY , 1HEAUC,

4. RE—TEHSEGENGABE0.6 , BIEXIRATO0.5),

5. BAUCKTRE , MRFIIEEMREITE , EFfITE
3%,

6. FTBESESTHHEMBRAVIEHIE | BUEHREIRGHN ISR
EDMA—EHEHE | NMEFERESUIREPER.

delete
most important
feature
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2N B —RENIZ

XFFCatBoost5Light GBMIFFHITRITR X AIE L S MR |, STl RIS R FI T E BRI RE
ZR , DURIEHRERIREE. T2 CatBoost 5 LightGBM RYFTRIZEERLAS: 23 1T7J|]W

: Train1 Train1 [ Train1 | [ Train1 ] [ ]
[?B%A&mﬂl'\:% |m§§rf5>085 PoATES — — . .
[*ﬂ%B&/ﬂUﬁ$| (48031EZ) | Train2 Train2 | [ Train2 | [ ] | Traint
: Train3 Train3 [ ] Train2 ] A Train2
Vi | Traina | | | | Train3 | | Train3 | | Train3
[ ] | Train4 ] Train4 | Traind ] Train4
: ‘ k ‘ | Average
MR &R |£\> ‘ Predict1 ] [Predict1 ’ Predict1 Predict1 ] Predict1
IIFTRERIN
- A, BENASKAVEE | EEURETRNEREEES0 SSHEAENRIEEE , IAZRIZE
AR,
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FRENLB—RBIR

0.7248
SR (8: IR A (8:2
1RBIRR A (8:2) 0724 ] BREE(8:2)

SEFEBEIB LA ML

0.726

0.722

0.720

- 0.7098
‘ SR iB) A% 0718 ] 0.7178
RIIARRE
0.705
0.716
0.700 0.6985 0714
Baseline(3€ 8 i74Fi) ' A}%légm |

2022-05-13 2022-05-14 2022-05-15 2022-05-16 2022-05-17
date

2022-04-19 2022-04-24 2022-04-29 2022-05-04 2022-05-09

AHEENBEITINEET81Z32GIkS 88, TEEAREIFIIRE | CatBoost IEFEKIMFITSREITHE , &
ZBIEERIRIS 0.7235 , TS FERTIRTE00:01:45 ( £90.04F0/5% ) ; LightGBM tRE FE(KITF-IDFRHIES W2 Vi
i , EFEBEREED 0.7167 , FUNFERTZY(NFF00:02:07 ( £90.048/5% ) . FMEBIGRELG50.7255,

_ CatBoost &8¢ LightGBM {&8

[[E5% 25 FinFERd Il S5FERY FinFERd
FHETHE 0:18:19 0:01:44 0:22:38 0:02:05
REE 0:06:31 0:00:01 0:07:20 0:00:02
FEFERY 52:39:01 0:01:45 66:25:06 0:02:07
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CIK
(N

| & B2 L
AR ==

| BRAREERIEIEL, NSHEAEET AR MTEAS  WYECPURE  BHRRERS
RESHE | URHEIRHARR | MRS RS L.

). EESH—EEERLSEE. BEIRERIREE LSS BRI , WHETARE , B8
WEE%&%H&kO

S, ERNIERTHELE  REGEIREN 5, SRS ERIEIRE.

4. HmselERMFHIIE | EGEREABEIITERERE.
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